Americans have traditionally enjoyed the 
right to freely listen to the airwaves 
without governmental interference. This 
right is one of the hallmarks of a demo- 
cratic society. 


Recently, this constitutional right was 
under attack in California and Pennsyl- 
vania with the introduction of Senate Bill 
No. 1431 in California and Bill No. 637 
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in Pennsylvania. Through the help and 
support of its members and a lobbyist, 
SCAN was successful in defeating the 
Pennsylvania bill and in_ favorably 
amending California Bill 1431. 


Yet victory is another long battle away. 
Now, another anti-scanner bill has been 
introduced, only this time at the federal 
level. The bill, the ‘‘Electronic Commu- 


nications Privacy Act of 1985’’ could se- 
verely restrict your right to freely listen 
to a scanner radio. 


The ‘‘Electronic Communications Pri- 
vacy Act of 1985’’, if passed, will make 
it illegal to freely listen to a scanner. 
Some of the communications this pro- 
posed federal law could prohibit you from 
receiving would be transportation servic- 
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es, businesses, and any radio system con- 
nected to phone lines. 


The severeness of the law is also evi- 
dent in its penalties. The penalty for vio- 
lation is a fine of up to $250,000 and/or 
a year in jail for the first offense. 


The bill was introduced in the House 
of Representatives on September 19, 
1985 and is moving through very quickly. 
Representative Kastenmeier (Wisconsin) 
is sponsor of the bill. Reps. Moorhead, 
Morrison, Feighan and Schroeder are co- 
sponsors. Currently, the bill is in the 
Committee on the Judiciary. 


Prompted by the cellular telephone in- 
dustry, the Electronic Communication 
Privacy Act of 1985 is being supported 
by big business such as MCI, AT&T, and 
Pacific Telesis. 


SCAN is currently mobilizing its forces 
to effectively fight passage of the legisla- 
tion. We hope we’re successful as we 
were in the California battle. 


One’s right to freely use a scanner ra- 
dio could have been taken away if Cali- 
fornia Senate Bill 1431 had become law, 
as originally written. Introduced by State 
Senator Herschel Rosenthal, the proposed 
law is aimed at protecting ‘‘privacy’’ of 
cellular phone communications and could 
have essentially outlawed the sale and use 
of scanner radios with 800-900 MHz ca- 
pability (the same situation is being faced 
with the Electronic Communications Pri- 
vacy Act). Also supported by AT&T, 
MCI and Pacific Telesis, the proposed 
legislation would have severely curtailed 
all scanner radio uses. 


The stated goal of Senate Bill 1431 is 
to create a right of privacy for cellular 
radio telephone users. Intentional eaves- 
dropping on cellular radio (car) telephone 
conversations would become illegal, sub- 
ject to criminal penalties. First offenders 
would receive a $2,500 fine and a year in 
jail. Additional violations would be sub- 
ject to a maximum $10,000 fine and/or 
one year in county jail or state prison. 


Supporters of the bill claim the legis- 
lation is targeted only at those citizens 
who intentionally eavesdrop on confiden- 
tial conversations involving cellular 
phones. However, the bill, as originally 
written, failed to provide for people who 
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inadvertently intercept conversations. 
Those who do would also be subject to 
criminal penalties. 


The bil] was introduced, according to 
its supporters, to ‘‘protect the citizens of 
California from deliberate invasion of 
their private confidential communica- 
tions.’’ Although specific intent to inter- 
cept or receive a cellular communication 
would be required for violation of the 
proposed law, the bill prohibits owner- 
ship and use, with specified exceptions, 
of radios capable of intercepting the cellu- 
lar frequency spectrum. 


As the Pacific Telesis group states, 
‘*Scanners primarily designed to monitor 


the cellular portion of the frequency spec- 
trum have no purpose other than to eaves- 
drop on confidential communications.’’ 


However, as Robert Hanson, Manag- 
ing Director of SCAN, explains, ‘‘The 
cellular frequencies in the 800-900 MHz 
band are surrounded by many other users 
in the same band, such as police, fire, util- 
ities, business and a proposed new ama- 
teur (‘“‘ham’’) radio assignment. It should 
be recognized that any radio signal dis- 
persed throughout the airwaves is capable 
of being intercepted, intentionally or unin- 
tentionally, and is inherently not private.’’ 


Scanner restriction was not only an is- 
sue in California recently, but in Pennsyl- 
vania as well. In March of this year, 
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Pennsylvania State Senator Madigan in- 
troduced Senate Bill 637 which was de- 
signed to outlaw mobile use of scanners 
for any purpose, except by special per- 
mit or exemption. The proposed law’s 
goal was to prevent people intent on evad- 
ing the police from having a scanner in 
their vehicle, but would restrict all scan- 
ner owners. 


‘The fact that you are using the scan- 
ner to receive weather and highway de- 
partment road reports — or monitoring 
aircraft, railroads or whatever —- won't 
matter! You will be violating the law,’ 
said Robert Hanson. “‘By attempting to 
restrict the use of radio receivers in vehi- 
cles, this law strikes directly at the tradi- 
tional American right to freely listen to 
the airwaves.” 


SCAN was able to kill Senate Bill 637, 
through telephone calls and letters from 
members. SCAN members flooded the 
State Capitol with letters, jammed the 
phone lines with calls, and it worked! 


Authors of the bill claim it was nev- 
er their intent to ban the use of scan- 
ners. Evidently, Senator Madigan intro- 
duced the bill at the request of several 
local police departments who were some- 
times running into problems. On occa- 
sion, criminals were using scanners to 
plot illegal activities and evading police. 
They were also concerned that citizens 
with monitors may arrive at the scene of 
an accident or crime before police, and 
perhaps jeopardize their safety and oth- 
ers involved. 


In a letter to the Editor of The Patriot, 
Senator John Shumaker, a co-author of 
the bill stated, ‘‘I have talked with Sena- 
tor Madigan and he has assured me that 
he will not request the bill be called up 
for consideration since his purpose for in- 
troduction (to bring these problems to the 
public’s attention), has occurred. 


‘Tt is not and never was the intent of 
the legislation to ban the use of scanners, 
particularly by such groups as firemen, 
medical services personnel, FCC licensed 
ham operators, press and media, etc., 
who need scanners in the performance of 
their very important public service work. 
It would also be impractical to do so be- 
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cause so many of the scanning units are 
carried by hand and/or are in households.” 


CONSEQUENCES 
If the Electronic Communication Pri- 
vacy Act of 1985 becomes law, the con- 


sequences will be significant. Pacific Tel- 
esis, AT&T, MCI and others will have 
succeeded in virtually taking away your 
right to freely use a scanner. Scanner 
manufacturers will also be hit hard by 
the legislation. 


“ELECTRONIC COMMUNICATIONS ACT OF 1985’? SUMMARY 


. This legislation goes far beyond the 
Federal Communications Act of 
1934 which makes it a crime to in- 
tercept and divulge communica- 
tions over radio waves. Federal law 
wisely recognizes that widely dis- 
persed radio waves are subject to 
interception, intentionally or unin- 
tentionally, and that law should fo- 
cus on the use of information inter- 
cepted, not mere listening. 


. 8% of the U.S. population already 
has multi-frequency scanning ra- 
dios which are capable of monitor- 
ing cellular and/or other mobile 
phone conversations. Therefore, 
any legislation to restrict these de- 
vices is impractical. 


. We believe that cellular telephone 
interests are using legislation to 
help them promote cellular phone 
calls as ‘‘private’’ when it is clear 
that standard FM radio transmis- 
sions dispersed over the airwaves 
can never be truly private. 


. We believe that cellular phone ser- 
vices have an obligation to notify 
users that non-encoded open radio 
transmission is subject to intercep- 
tion and that a distinctive tone or 
other device should be employed 
for the purpose of notifying parties 
to the call that it is being dispersed 
widely over the airwaves. 


. Cellular phone companies who 
wish to provide ‘‘private’’ mobile 
phone conversations have the op- 
tion of existing technology to 
scramble or otherwise encode those 
conversations. 


. There is no evidence to suggest that 
years of non-cellular mobile phone 
use by businesses, which is often 
intercepted by scanner radios, has 


caused any injury to the users. To 
the contrary, it appears that the 
Federal Communications Act pro- 
hibition against unauthorized di- 
vulging or use of information of- 
fers adequate protection. 


. Scanners with the capability to re- 
ceive the cellular 800 MHz fre- 
quencies have many other uses. 
Groups including scanner hobby- 
ists, ‘“ham’’ radio operators, vol- 
unteer firemen, transportation 
professionals, news media, emer- 
gency medical personnel, and 
scores of others have a legitimate 
need for this type of equipment. 
Exempting all legitimate users by 
category is impractical. 


. Ownership of omni-directional ra- 
dio receiving equipment, without 
restrictions such as special tax, 
permit, or license, has always 
been a traditional American right. 
We believe that this legislation 
sets a very dangerous precedent of 
which could be expanded in the 
future at the request of numerous 
other special interests. 


. Restricting omni-directional radio 
receivers should not be confused 
with wire taps, interception of 
point-to-point microwave, decod- 
ing of encoded signals, etc. Omni- 
directional radio scanners merely 
intercept widely dispersed, non- 
encoded radio signals. 


. As a practical matter, cellular ra- 
dio signals which switch frequen- 
cy from cell site to cell site, make 
it difficult or impossible to track a 
single, specific conversation. 
There is no parallel to a wire tap 
aimed at intercepting a specific 
caller’s conversations. 
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PROBLEMS WITH 
RESTRICTIVE LEGISLATION* 


The most compelling reasons for 
avoiding legislation prohibiting scanners 
are constitutional. These, of course, are 
matters of law for the courts to decide. 


Our forefathers fought for and be- 
queathed to us certain constitutional 
rights. These include not only right of 
life, health and property, but also those 
precious intangibles: freedom of speech, 
press assembly, petition and religion, and 
freedom from unreasonable search and 
seizure, for example. 


We have historically agreed to abridge 
those rights reluctantly, to the minimum 
extent necessary, and then only after care- 
ful consideration of the need and conse- 
quences. One may not falsely yell ‘‘fire’’ 
in a crowded theatre, or libel another, but 
these are special situations which do not 
significantly alter our basic right to state 
an opinion, however unpopular. The sug- 
gestion that people not be permitted to 
talk in a theatre on the grounds that some- 
one might yell ‘‘fire’’ would be univer- 
sally ridiculed. 
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Sacrificing a citizen’s right of access 
to information transmitted over the air is 
equally bad. By custom as well as by law, 
we do not restrict, hamper, or limit the 
rights of our people without powerful evi- 
dence that the evil of restrictions is out- 
weighed by the evil of a given situation. 
That is definitely not the case here. The 
fact is that the overwhelming majority of 
scanner users create no problem whatso- 
ever. The few reported instances of scan- 
ner abuse are of relatively minor social 
significance compared to the evil of re- 
stricting citizens’ rights of property and 
access to public information in violation 
of their constitutional guarantees and his- 
torically accepted cultural precepts. 


Consider that among the first actions 
of despotic governments has been to re- 
strict the ability of citizens to find out 
what was going on around them. The Na- 
zis confiscated all radios except those 
which could receive only broadcasts gen- 
erated by the “‘authorities’’ and violators 
were severely punished. And a similar 
situation exists even now in the U.S.S.R. 
and certain other totalitarian states. 


It was precisely to correct abuses of 
our First Amendment rights that the Con- 


gress formulated the Freedom of Informa- 
tion Act in 1966. During the debate on 
the 1974 Amendments to the Act (de- 
signed to strengthen its implementation), 
it was noted that the Supreme Court of 
the United States had observed a few 
years ago that: “‘It is now well established 
that the constitution protects the right to 
receive information and ideas’’. 


Several other constitutional issues are 
also involved, two of which were dis- 
cussed in a Public Notice issued by the 
FCC July 29, 1977, concerning state and 
local laws dealing with radio and televi- 
sion. Also, scanner radio use is permitted 
by the Federal Communications Act. The 
Public Notice explains that while in mat- 
ters involving purely local concerns rea- 
sonable local statutes may stand, the Con- 
gress had indicated its clear intent that 
radio be regulated by the Federal govern- 
ment. Congress granted the commission 
the authority to establish a pervasive sys- 
tem of regulation in the various radio ser- 
vices. This the FCC had done; state and 
local regulation in the area may be pre- 
empted under the Supremacy Clause of 
the United States Constitution. 


In addition, the FCC pointed out that 
local ordinances which unreasonably bur- 
den interstate commerce may be invali- 
dated by the Commerce Clause of the 
United States Constitution. 


Legislation prohibiting monitoring is 
unworkable and unenforceable. As a mat- 
ter of physical fact, the airways are ‘‘pub- 
lic’’. That these radio transmissions are 
not “‘private’’ can be attested to by thou- 
sands of FCC-licensed radio users who 
almost always share channels with others 
in the Business, Special Industrial, Public 
Safety and other Radio Services. Once a 
message is transmitted, anyone with the 
requisite equipment can receive them 
even if he cannot decipher or understand 
them. There are plenty of people in this 
country with the technical expertise nec- 
essary to build a monitor receiver. Conse- 
quently, prohibiting monitor receivers 
would take them out of the hands of law- 
abiding citizens, but would not prevent 
their use by the unscrupulous, especially 
those with money. 


Similarly, criminals can and do steal 
police radio gear, and radios used by the 
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Business Radio and other services are 
easily modified to receive police frequen- 
cies. Those with criminal intent will not 
be deterred by laws restricting radio 
monitors, they'll just use them anyway. 


And it’s virtually certain such laws will 
create a thriving blackmarket in police 
communications equipment. The same 
defects apply to laws limiting the sale of 
receivers to those which cannot pick up 
police channels; criminals will ignore the 
very law which restricts the honest citi- 
zen. It also seems highly unlikely that 
someone involved in a bank robbery, nar- 
cotics deal or other felony will worry 
much about additional penalties for using 
a scanner. 


Another way of looking at the scanner 
question is to compare it to other issues. A 
crowbar, for example, is sometimes con- 
sidered a burglary tool. But it’s not illegal 
to own this useful tool or to carry it around 
in the absence of probable cause that one 
intends to use it to commit a crime. 


Or compare scanners with cars or tele- 
phones. There is plenty of evidence that 


they are often used for criminal or irres- 
ponsible purposes. But few would dream 
of making it illegal for citizens to own or 
use telephones and cars. Why, then, 
should scanners be singled out for special 
attention? Furthermore, case law strongly 
suggests that exemption or indemnifica- 
tion of existing owners would be re- 
quired, at the very least. 


In America, we do not have a situation 
where ‘“‘everything not expressly permit- 
ted is forbidden’’. People do not have to 
approve that their activities are benign, 
or at least have ‘redeeming social val- 
ue’’. (In the case of the Freedom of Infor- 
mation Act, for instance, one does not 
have to demonstrate a ‘‘need to know’’). 
The burden is on the Jaw maker to show 
that a problem exists, that it presents a 
clear and present danger, and that the to- 
tal effect of a law as a protective measure 
(in this case, in preventing crime and in- 
terference with public safety functions) is 
not so slight and problematical as to out- 
weigh the public interests. As we have 
argued here, no scanner legislation, 
passed or proposed, can meet those tests. 


There is no evidence that scanners are 
creating any social problems. On the con- 
trary, scanners improve the effectiveness 
of thousands of professionals and para- 
professionals who provide essential emer- 
gency and community services. Scanners 
can provide useful information to motor- 
ists, news services, businessmen and the 
general public. They bring a sense of se- 
curity to shut-ins and the elderly. They 
inform, educate and entertain. They are 
being used by millions of Americans as 
permitted by the Federal Communications 
Act. Consequently, we believe we should 
not impose unfair and unworkable restric- 
tions on the vast majority of responsible, 
law-abiding scanner owners in an attempt 
to control the actions of the few who 
might not be. 


*Reprinted from ‘‘The Traditional Right 
of American Citizens to the Unrestricted 
Use of Radio Receivers Deserves a Vigo- 
rous Defense’’ prepared in the public in- 
terest by SCAN. 
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In these times of escalating costs, adequate insurance 
protection at a reasonable cost is a MUST! The Scanner Association of North 
America insurance programs provide the kind of indepth plans you need at low group rates. 


ACCIDENTAL DEATH AND DISMEMBERMENT 


¢ Benefits available up to $250,000 
¢ You are guaranteed acceptance into the plan regardless of your health 
* Benefits are paid in addition to any other insurance you may have 


¢ Family Coverage available 


¢ World-wide 24-hour a day prctection 


HOSPITAL INDEMNITY 


© Daily benefit amounts up to $100 


GROUP TERM LIFE 


* Benefits up to $150,000 


* Spouse and children coverage 


¢ Your acceptance in the plan is guaranteed 


¢ Double benefits are paid for cancer and intensive care 


* Members may also cover their spouse and dependent children 


For Further Information 
call or write: 


Maginnis and Associates, Inc. 
332 S. Michigan Avenue 


Chicago, IL 60604 
342/427-1441 
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available 
« You can select the benefit levels to 
fit your individual needs 
* Full conversion privileges and 
waiver of premium benefits included 


SCANNER ASSOCIATION OF NORTH AMERICA 


Please send me more information on the SCAN sponsored insurance plans. 
[ Accidental Death & Dismemberment 


[| Hospital Indemnity 


Name 


{1 Group Term Life 


Address 


City, State, Zip 


SCAN 784 $.C.03 


Daytime Phone #( 


